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Setting up a Red5 streaming server on Amazon's AWS
Introduction:

This document has been prepared to assist in setting up the Streaming Recorder
(http://streamingrecording.denniehoopingarner.com).

For more information about the Streaming Recorder, contact the author at
dhoopingarner@gmail.com. For more information about AWS, contact Amazon.

Amazon’s AWS is a commercial service, you will have to pay Amazon to use the AWS
service.

No warranty is implied, and the user bears all responsibility for his actions.

The Big Picture:
1. Create a server on AWS
2. Create an administrative account on your server
3. Install Red5
4. Create an “application” in Red5
5. Deploy the Red5 application to your application space
6. Restart Red5
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The Big Picture Step 1: Create a server on AWS

Go to aws.amazon.com.

Log in to your account:

Sign Up My Account/ Console ~ English «

AWS Management Console

Entire Site My Account upport =

Account Activity
Usage Reports

Security Credentials

My e-mail address is: -

I am a new user.

(=) Iam a returning user
~ and my password is:

in O SETLTE SETvel
Forgot your password?

Has your e-mail agdress changed?

After logging in, click the "EC2" link:
Amazon Web Services

Compute & Networking

— Direct Connect
s Dedicated Metwork Connection to AWS

i EC2

Virtual Servers in the Cloud

o Elastic MapReduce
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Click the "Create Instance" link

Create Instance

To start using Amazon EC2 you w

Launch Instance

Mote: Your instances will launch in the L

Choose the Classic Wizard:

Create a New Instance Cancel [x

Serectanicptiombalow: ( Launch with the Classic Wizard
/

® Classic Wizard
Launch an On-Demand or Spot instance
using the classic wizard with fine-
grained control over how it is launched.

") Quick Launch Wizard
Launch an On-Demand instance using
an editable, default configuration so that
you can get started in the cloud as
quickly as possible.

) AWS Marketplace

AWS Marketplace s an online store
where you can find and buy software
that runs an AWS. Launch with 1-Click
and pay by the hour.

Submit Feedback Getting Started Guide

Select the Ubuntu Server 12.04.2 LTS, 32-bit:

Root Device Size: 10 GB (=) 64 bit | ) 32 bit
Ubuntu Server 12.04.2 LTS
Ubuntu Server 12.04.2 LTS, with support available from Canonical -
]
ubuntu (http://www.ubuntu.com/cloud/services). -
Root Device Size: 8 GB (164 bit (=) 32 bit

Choose a M1 Small instance:
O

INSTANCE DETAILS

Provide the details for your instance(s). You may also decide whether you want to launch your instances as "on-demand" or "spot"

instances.

Number of Instances: [t |  InstanceType: T4 Micro (t1.micro, 613 MiB) -
Launch as an EBS-Optiy Type CPU Units CPU Cores Memory
apply): T1 Micro (t1.micro} . Free tier eligible Upto2 ECUs 1 Core 613 MiB

@® Launch Instances| M1 Small (m1.small} 1ECU 1 Core 1.7 GiB
EC2 Instances let you p| M1 Medium (ml.medium} 2 ECUs 1 Core 3.7 GiB
commonly large fixed § ¢, 0n_cpy Medium (c1.medium) 5 ECUs 2 Cores 1.7 Gi8

[IETTE S PN p—
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Click "Continue"

Continue

Page 4 of 13

On the next screen, accept the defaults, make no changes, and click "Continue:"

Request Instances Wizard

Number of Instances: 1 Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable CloudWatch Detailed
Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: Use Default ¢ RAM Disk 1Dz Use Default
Monitoring: Enable CloudWatch detailed monitoring for this instance
(additional charges will apply)
User Data:
(=) as text
¥
as file
(Use shift+enter to insert a newline)
base64 encoded
Termination Prevention against accidental termination. Shutdown Stop
Protection: Behavior:
IAMRole: & | None : Tenancy: Default

Cancel (X

You can increase the size of the hard drive, to give more storage space, if you think

you will need it. Click the "Edit" button:
Request Instances Wizard

Number of Instances: 1

Availability Zone: No Preference

Storage Device Configuration

volumes, or edit the settings of the root volume.

Your instance will be launched with the following storage device settings. Edit these settings to add EBS volumes, instance store

Cancel |

Type Device Snapshot ID Size  Volume Type IOPS Delete on Termination

Root Jdev/sdal snap-fcB414cd 8 standard true

Ephemeral /dev/sda2 instance store volume: ephemerald

| ¥ Remove |

0 EBS Volumes 1 Ephemeral

| % Edit |
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Increase the Volume Size, and click the "Save" button:
Request Instances Wizard Cancel %

Number of Instances: 1

Availability Zone: No Preference

Storage Device Configuration

Your instance will be launched with the following storage device settings. Edit these settings to add EBS volumes, instance store
volumes, or edit the settings of the root volume,

(=) Root Volume EBS Volumes Instance Store Wolumes

Optionally, edit the root volume of your instance and then click Save.

Volume Size: 49 7 i Volume Type: | Sandard S| IOPS: 1m0
Device: /dev/sdal Delete on Termination: ¥
Type Device SnapshotID  Size  Volume Type IOPS Delete on Termination
Root /dev/sdal snap-fcB4l4cd 40 standard true
Ephemeral /dev/sda2  instance store volume: ephemeralQ | & Remove |

0 EBS Volumes 1 Ephemeral

Don't do anything on this screen, click "Continue:"

Request Instances Wizard Cancel [

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of a
case-sensitive key/value pair, are stored in the cloud and are private to your account. You can create user-friendly names
that help you organize, search, and browse your resources. For example, you could define a tag with key = Name and
value = Webserver, You can add up to 10 unique keys to each instance along with an optional value for each key. For
more information, go to Tagging Your Amazon EC2 Resources in the EC2 User Guide.

Key Value Remove
Name b4
4

Add another Tag. (Maximum of 10)
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Create a Key Pair and download it. This file is the "pem file" that will be needed to
log in to the server later.

Request Instances Wizard Cancel X

[REATI K1V AW

Puliic/private key pairs allow you to secunely connect to your instance after it launches. For Windows Server instances, 8 Key Pair s
required to set and deffver & seosne enorypled password. For Linux server instanoes, & ey palr slows you to S5M into your instanos.

To creste & key pair, enter & name snd chck Create & Download Your Key Palr. ¥ou will be prompted to save the private key to your
computer. Note: You only need to generste & key pair once - not each time you want to deploy an Amazon EC2 instance.

Choase from your existing Key Palrs

(=) Craate & néw Key Pair

1. Enter & name for your key palr® | 0 (0.5, {doakey)

Click to create your Key pair:®
g L
“ Create & Download your Key Pair

8. Save ha file in a place that you will

© reemiber, You CBN s this ey peir to
it ather inStehted @5 the lune of Vil
the Koy Pairg page o craabe or managa
endling ones

) Proceed without a Key Pair

Create a Security Group to allow network traffic in and out of the server. Open ports
22,1935, 5080, and 80:

Reguest Instances Wizard Cancel u

]
L

T PR TR
Security Qroups delerming whether 3 neiwork port is open o biccked on your INSanNoes. You May Uss N EXiTIng SeQsnly Qroup, oF Wl
car healp you creabe § Aew SECUrly Group o aliow BIoES 1S yOur instances using the Sugpeeted ports Beiow, Add adStional ports now oF
update your SECMty Group arylime uling the Securty Groups Dege.

Choose one or more of your existing Security Groups
i% Create a new Socurity Group

Group Name | ——
Group Description |
Inbsund Rules
Crestes (commiobnas. 1) | S
rew rule: ” )
Part range:
d i I
(=g, B0 or 491537-65535) 2 (53H) 2.0.0.000 Cnlate
1935 0.0.0. Dielete
Source: Ll el ] o/
o9, 153.168.2,0024, sg-4Tad4de, or 5060 0.9.0.0:0 Dialite
SRR — 80 (TTR) 0.0.0.0/0 Delete
Back | Comnos | §
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Click "Launch" to start the server:

Request Instances Wizard

AMI:

Name:
Description:

Number of Instances:
VPC ID:

VPC Subnet:
Availability Zone:
Instance Type:
Instance Class:
EBS-Optimized:

Monitoring:

Tenancy:

Kernel ID:

RAM Disk ID:

Network Interfaces:
Primary IP Addresses:
User Data:

IAM Role:

Back

Please review the information below, then click Launch.

G Ubuntu Cloud Guest AMI ID ami-0ef96e3e (i386)
Ubuntu Server 12.04.2 LTS

Ubuntu Server 12.04.2 LTS, with support available from Canonical
{http://www.ubuntu.com/cloud/services).

1

No Preference
No Preference
No Preference

M1 Small {(m1l.small}

On Demand

No

Disabled Termination Disabled
Default

Use Default Shutdown Behavior: Stop
Use Default

1

1 auto-assigned

Cancel X

Edit AMI

Edit Instance Details

Edit Advanced Details

Click "Close"

Launch Instance Wizard

Your instances are now launching.

Cancel %

Instance ID(s): i-30073104

Note: Your instances may take a few minutes to launch, depending on the software you are running.

Note: Usage hours on your new instances will start immediately and continue to accrue until you stop or terminate your
instances.

You can perform the following tasks while your instances are launching:

» | Create Status Check Alarms

You can use status check alarms to be notified if these instances fail status checks (additional charges may apply).

> Create EBS Volumes (Additional charges may apply.)

> View your instances on the Instances page
Note: To view the VPC ID and Subnet ID columns on the Instances page click the Show/Hide button and check the corresponding boxes.

Monitor the server status:

LT LA
-
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This screen shows the details of the server. Important is the domain name:
ec2-*** compute.amazonaws.com

L]
Wirwing: | AT lsatancen

M Neme © nstance AMI D

o ompty ‘Imﬂ}l -0 3 sbs

1 EEY Tnwtamon solecied.
d EC1Instance: -30073104 @
"

5 | Al imskasce Types

Aot Device Type

Wmpute, AMAaiknaws. Com

Description  Status Checks  Monitoring  Tags

::IF:W.‘WQWH"M'uhth"f“': 204 386 -server- 200 1041 1.1 [#mi-Deffbele)
Tonm| ub-wEsl- b

Typat mi amal

Scheduled [venia: Ha ohedu i evenle

WPC I wi-a 5584 od

Source/ Dest. Check: i

Flacemend Growp:
RAM Disk T

Koy Pair Mama:

HMonitoring! i
Elantic TP

Rood Dhevioe Type! e
LAN Rale:

e
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The server is now built, and is running. Now you can log in to it and continue
configuration.The Big Picture Step 2: Create an administrative account on your
server

Use SSH to connect to the server

Get the Domain Name of the server from the AQS status window.
ec2-**** compute.amazonaws.com

Before logging in, you have to change permissions on the pem file. From the
terminal, type this command:

chmod 600 mypem.pem

Connect to the server from a terminal window:
ssh -i mypem.pem ubuntu@ec2-****.compute.amazonaws.com

change to super user
sudo -s

install emacs

apt-get install emacs

Create an administrative account with credentials:
Username: administrator
Password: @dm!n!str@tOr
sudo useradd -d /home/ administrator -m administrator
sudo passwd administrator

Make the administrator account a super user:
visudo

Add a line under the root permissions:

# User privilege specification

root ALL=(ALL:ALL) ALL

administrator ALL=(ALL:ALL) ALL

Save and exit
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Allow the administrative account to log in without the pem file
Use Emacs to edit the sshd config file
sudo emacs /etc/ssh/sshd_config

edit line 51
PasswordAuthentication no

Change to
PasswordAuthentication yes

Restart ssh server:
service ssh restart

Now you can log in to the server thusly:
ssh administrator@ ec2-****.compute.amazonaws.com

Change default shell from sh to bash
emacs /etc/passwd

Look for line:
administrator:x:1001:1001::/home/administrator:/bin/sh

Change to:
administrator:x:1001:1001::/home/administrator:/bin/bash

Save, log out, log back in.

Install apache web server
sudo apt-get install apache?2

Copyright © by Dennie Hoopingarner. All rights reserved.
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The Big Picture Step 3: Install Red5

(Do this as superuser. Enter superuser mode by typing sudo -s)

1. Add respositories
emacs /etc/apt/sources.list

uncomment lines 33-36

deb http://us.archive.ubuntu.com/ubuntu/ precise multiverse

deb-src http://us.archive.ubuntu.com/ubuntu/ precise multiverse

deb http://us.archive.ubuntu.com/ubuntu/ precise -updates multiverse
deb-src http://us.archive.ubuntu.com/ubuntu/ precise -updates multiverse

Uncomment line 52
deb http://archive.canonical.com/ precise partner

2. Update repositories
apt-get update

3. Install Java

apt-get install openjdk-7-jdk

4. Download and install Red5

cd ~

wget http://red5.org/downloads/red5/1_0/red5-1.0.0-RC1.tar.gz
tar xvfz red5-1.0.0-RC1.tar.gz

mv red5-1.0.0 red5

mv red5 /usr/share/

5. Test run
cd /usr/share/red5
sh red5.sh &

Last line of output should be:
[INFO] [Launcher:/installer]| org.red5.server.service.Installer - Installer service
created

Should be able to see the test page http:// ec2-**** compute.amazonaws.com:5080
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Red5 Commands:

Must be run as root or in superuser mode

Start Red5:
cd /usr/share/red5/
./red5.sh &

Stop Red5:
cd /usr/share/red5/
./red5-shutdown.sh
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The Big Picture Step 4: Create an “application” in Red5

Create application space in Red5.

cd /usr/share/red5/webapps
mkdir slimrecorder

NOTE: slimrecorder is the name of the application in this example. You can
choose to name your application anything that you like.

Give administrator account permission on the application directories
chown -R administrator slimrecorder

The Big Picture Step 5: Deploy the Red5 application to vour application space

Copy Red5 application files to the application space

[f you chose to name your Red5 application space something other than
"slimrecorder," follow these two steps:

1. Rename the JAR file: Change name of WEB-INF/lib/slimrecorder.jar to the
name of the new Red5 application

2. Edit WEB-INF/red5-web.properties and WEB-INF/web.xml. Change each
occurrence of the word "slimrecorder” to the name of the new Red5
application.

The Big Picture, Step 6: Restart Red5

Stop Red5:
cd /usr/share/red5/
./red5-shutdown.sh

Start Red5:
cd /usr/share/red5/
./Jred5.sh &

You will see a lot of status messages as Red5 initializes. One of the messages will be
“slimrecorder 1.7 initialized.” If you see that, your application is ready.
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